Handshake Simulation

Android 2.3.7 o smi?

Android 4.0.4
Android 4.1.1
Android 4.2.2
Android 4.3
Android 4.4 2
Android 5.0.0
Baidu Jan 2015

BingPreview Jan 2015
Chrome 43/0S X R

Firefox 31.3.0 ESR /Win 7

Firefox 39 /08 X r
Gooqglebot Feb 2015
IEG/XP MoFS! MoSMIZ
IE 7 [ Vista

IE8/XP MoFS! MosSMIZ
IE8-10/Win7 r
IE11/Win7 r
IE11/Win81r

IE 10/ Win Phone 8.0

IE 11 /Win Phone 81 r

IE 11/ Win Phone 8.1 Update R

Edge 12 /Win 10 (Build 10130}

R

Java Buds no swi?
Java Tu25

Java 8uldq
OpenSSL 0.9.8y
OpenSSL1.011 R
OpenSSL1.02 r

Safari5.1.9/05S X 10.6.8

Safari 6/i056.01 r

Safari6.04/0SX 1084 r

Safari 7 /i0S71 R
Safari7/O0S X109 r
Safari8/i0S84 r
Safari8/0S X 1010 r
Yahoo Slurp Jan 2015
YandexBot Jan 2015

(1) Clients that do not support Forward Secrecy (FS) are excluded when determining support for it.

Protocol or cipher suite mismatch

Protocol or cipher suite mismatch

Protocol or cipher suite mismatch

Protocol or cipher suite mismatch

Protocol or cipher suite mismatch

TLS1.2

TLS1.2

TLS_RSA_WITH_AES_256_GCM_SHA384 (8x3d) Mo FS

TLS_RSA_WITH_AES_128_GCM_SHA256 (exgc) Mo FS

Protocol or cipher suite mismatch

TLS1.2

TLS1.2

TLS1.2

TLS1.2

TLS1.2

TLS_RSA_WITH_AES_256_GCM_SHA384 (exad) Mo FS
TLS_RSA_WITH_AES_128_GCM_SHA256 (ex5c) Mo FS
TLS_RSA_WITH_AES_256_CBC_SHA (8x35) Mo FS
TLS_RSA_WITH_AES_256_CBC_SHA (ex35) Mo FS

TLS_RSA_WITH_AES_128_GCM_SHA256 (8x3c) Mo FS

Protocol or cipher suite mismatch

Protocol or cipher suite mismatch

Protocol or cipher suite mismatch

Protocol or cipher suite mismatch

TLS1.2

TLS1.2

TLS_RSA_WITH_AES_ 256 GCM_SHA384 (exad) Mo FS

TLS_RSA_WITH_AES_256_GCM_SHA384 (ex9d) Mo FS

Protocol or cipher suite mismatch

TLS1.2

TLS1.2

TLS1.2

TLS_RSA_WITH_AES_256_CBC_SHA256 (ex3d) Mo FS

TLS_RSA_WITH_AES_256_GCM_SHA384 (8x3d) Mo FS

TLS_RSA_WITH_AES_256_GCM_SHA384 (exgd) Mo FS

Protocol or cipher suite mismatch

Protocol or cipher suite mismatch

TLS1.2

TLS_RSA_WITH_AES_ 128 GCM_SHA256 (ex9c) Mo FS

Protocol or cipher suite mismatch

TLS1.2

TLS1.2

TLS_RSA_WITH_AES_256_GCM_SHA384 (8x3d) Mo FS

TLS_RSA_WITH_AES_256_GCM_SHA384 (exgd) Mo FS

Protocol or cipher suite mismatch

TLS1.2

TLS_RSA_WITH_AES_256_CBC_SHA256 (ex3d) Mo FS

Protocol or cipher suite mismatch

TLS1.2

TLS1.2

TLS1.2

TLS1.2

TLS1.2

TLS1.2

TLS_RSA_WITH_AES_256_CBC_SHA2SE (exad) Mo Fs
TLS_RSA_WITH_AES_256_CBC_SHAZSE (ex3d) Mo Fs
TLS_RSA_WITH_AES_256_CBGC_SHA2S6 (exad) Mo Fs
TLS_RSA_WITH_AES_256_CBC_SHA256 (exad) no Fs
TLS_RSA_WITH_AES_256_GCM_SHA384 (exad) o F5

TLS_RSA_WITH_AES_256_GCM_SHA384 (8x3d) Mo FS

(2} No support for virtual SSL hosting (SNI). Connects to the default site if the server uses SNI.
(3} Only first connection attempt simulated. Browsers tend to retry with a lower protocol version.

(R) Denotes a reference browser or client, with which we expect better effective security.

(All) We use defaults, but some platforms do not use their best protocols and features (e.g., Java 6 & 7, older IE).
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